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How to designnew, application-speci�c protocols
What good are new crypto protocols?

{ Tune authentication,con�dentiality to distributed applications
{ Crafted to transactionsin

� Electroniccommerce
� Web services
� Remoteattestation

{ \T rust engineering:"

Craft protocol to match trust goalsof participants
CPPL:

A domain-speci�c CryptographicProtocol ProgrammingLanguage
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A B

m1

requests( A; B ; D ; Na)

f Na; A; D gK B I
f Na; A; D gK B I n1

m2

•

www

J
f Na; SKgK A J

f Na; SKgK A n2

pubkey( A; K A )

•

www

m3

•

www
f SKgK B I

f SKgK B I n3

A says
requests( A; B ; D ; Na)

•

www

m4

•
www

J
fjdata is; V jgSK J

fjdata is; V jgSK n4

will pay( A; D )
and curr val( D ; V; Na)

•
www

K A ; K B Public asymmetric encryption keys of A; B

N a Nonce, one-time random bitstring

SK One-time symmetric session key prot. based on

f tgK ; fjt jgK Asymmetric,symmetric encryption of t with K Needham-Schro eder

V Stream of real-time sto ck quotes
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How to designnew, application-speci�c protocols
What good are new crypto protocols?

{ Tune authentication,con�dentiality to distributed applications
{ Crafted to transactionsin

� Electroniccommerce
� Web services
� Remoteattestation

{ \T rust engineering:"Craft protocol to match trust goalsof participants
Trust goals: Ensure

{ Agreementamongparticipants
{ Safeexecutionwith limited trust

Semanticsof a protocol:

Requirementsfor a run
+ what is learnt from successfulrun
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AssumeA 's private key K � 1
A uncompromised

A
f Na; A; ??gK ?? I

f Na; A; D gK B I B

�
•
ww

J
f Na; SKgK A J

f Na; SKgK A �
•
ww

�
•
ww

f SKgK ?? I
f SKgK B I �

•
ww

•
w

•
w

K A ; K B Public asymmetric encryption keys of A; B

N a Nonce, one-time random bitstring

SK One-time symmetric session key

f tgK Encryption of t with K

V Stream of real-time sto ck quotes

Who ops
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If ?? = D 0; M ,

A
f Na; A; D 0gK M I M

�
•
ww

f Na; A; D gK B I B

�
•

wwwwwwwww

J
f Na; SKgK A �

•
ww

�
•
ww

f SKgK M I M

�
•
ww

f SKgK B I �
•

wwwwwwwww

�
•
ww

J
fjdata is; V jgSK �

•
ww

(Gavin Lowe)
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A
f Na; A; D 0gK B I

f Na; A; D gK B I B

�
•
ww

J
f Na; SK ; B gK A J

f Na; SK ; B gK A �
•
ww

�
•
ww

f SKgK B I
f SKgK B I �

•
ww

•
w

•
w

In fact D 0= D ,
assumingK � 1

B alsouncompromised (Details on anotheroccasion)
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Causesprincipalsto agreeon certain parameters
After a run, participant knows:

{ There is a protocol run by anotherprincipal
{ Someparametersmatch acrossruns
{ Someshared valuesare secrets
{ Other principal's run overlapsmine temporally

Protocol designnow tractable, basedon a few theorems

{ \Authentication tests" determineextent of agreement
{ Formalizereasoningof previousslidesvia strandsand bundles

Clarify real-world consequencesof protocol run

{ When is customercommitted to paying?
{ When is merchantcommitted to shipping?
{ Whoseword did you dependon whendeciding?

Trust decisionsconstrainprotocol runs
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A B

m1

requests( A; B ; D ; Na)

f Na; A; D gK B I
f Na; A; D gK B I n1

m2

•

wwww

J
f Na; SK ; B gK A J

f Na; K ; B gK A n2

pubkey( A; K A )

•

wwww

m3

•

wwww
f SKgK B I

f K gK B I n3

A says
requests( A; B ; D ; Na)

•

wwww

m4

B says
curr val( D ; V; Na)

•

wwww

J
fjdata is; V jgSK J

fjdata is; V jgSK n4

will pay( A; D )
and curr val( D ; V; Na)

•

wwww

V is a streamof real-timestock quotes
A 's requestfor D costsmoney
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A B

m1

requests( A; B ; D ; Na)

f Na; A; D gK B I
f Na; A; D gK B I n1

m2

•

wwww

J
f Na; K ; B gK A J

f Na; K ; B gK A n2

pubkey( A; K A )

•

wwww

m3

•

wwww
f K gK B I

f K gK B I n3

A says
requests( A; B ; D ; Na)

•

wwww

m4

B says
curr val( D ; V; Na)

•

wwww

J
fjdata is; V jgK J

fjdata is; V jgK n4

will pay( A; D )
and curr val( D ; V; Na)

•

wwww
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A B

m1

requests( A; P; D 0; Na)

f Na; A; D 0gK M I
f Na; A; D gK B I n1

m2

•

wwww

J
f Na; K ; B gK A J

f Na; K ; B gK A n2

pubkey( A; K A )

•

wwww

m3

•

wwww
f K gK M I

f K gK B I n3

A says
requests( A; B ; D ; Na)

•

wwww

m4

M says
curr val( D 0; V; Na)

•

wwww

J
fjdata is; V jgK J

fjdata is; V jgK n4

will pay( A; D )
and curr val( D ; V; Na)

•

wwww
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Eachprincipal P

{ Reasonslocally in initial theory ThP , e.g. a theory in Datalog
{ Derivesguaranteebefore transmitting message
{ Relieson assertionsof othersas premises

Premises:formulasassociated with messagereceptions

{ Speci�es what recipientmay rely on, e.g.
\ A saysrequests( A; B ; D ; Na) "

{ Provideslocal representationof remoteguarantee
{ ThP determineswhether� follows from P 0 says � | |

Relevant
notion of \trust"

Roleof protocol

{ When I rely on you havingasserteda formula,
then you did guaranteethat assertion

{ Coordination mechanismfor rely/guarantees
{ Soundprotocol: \relies" always backed by \guarantees"

evenwith maliciousadversary
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B C M

nc;1
f C; Nc; goods; pricegM I nm;1

nc;2

•
ww

J
f Nc; Nm; M ; goods; pricegC nm;2

•
ww

nb;1 J
f C; Nc; Nm; acc# ; pricegB nc;3

•
ww

nb;2

•
ww

mo; f Nc; NbgC I nc;4

•
ww

nc;5

•
ww

mo; Nb I nm;3

•

wwwwwwwwwwwwwwwwww

nb;3

•

wwwwwwwwww

J
[[ hash( B ; Nb; Nm) ]]M nm;4

•
ww

ElectronicPurchaseusingMoneyOrder
mo= [[ hash( C; Nc; Nb; Nm; price) ]]B
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B C M

�
f C; Nc; goods; pricegM I �

� c;2

M says 
 m;2

•

www

J
f Nc; Nm; M ; goods; pricegC 
 m;2

I will ship C goods,
if paid

•

www

� J
f C; Nc; Nm; acc# ; pricegB �

•
ww


 b;2

I will pay price
from acc# to the bearer P ,

if P authorizedby C

•

www
mo; f Nc; NbgC I �

•

www


 c;5

I authorize
payment to M

•

www
mo; Nb I � m;3

B saysB will pay if authorized
and C saysC authorizes

•

wwwwwwwwwwwwwwwwww

� b;3C saysC authorizes
payment to M

and M saysM requests
payment

•

wwwwwwwwww

J
[[ hash( B ; Nb; Nm) ]]M 
 m;4

I requestpayment and
will ship C goods

•
ww

mo= [[ hash( C; Nc; Nb; Nm; price) ]]B
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CPPL, a CryptographicProtocol ProgrammingLanguage

{ Expressescryptographicprotocols
{ Programmertreats crypto primitives as black boxes
{ Controlsbehavior via trust constraints
{ Equipped with a usefulsemantics| |

In the
strand space
framework

| |

spi or appliedpi
would alsowork

� Usefulfor proving protocol security
� Usefulin structuring compilerwe wrote
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let chan = accept in
receive chan f n a, a, dg kb

-->
let sk = new symkey in

send
--> chan f n a, sk, bg ka

receive chan f skg kb
-->

send
--> chan f |data is, v| g sk

return

B
f N a; A; D gK B I n1

J
f N a; SK ; B gK A n2


 2 : pubkey( A; K A )

•
w

f SKgK B I n3

� 3 : A says
requests( A; B ; D ; N a)

•
w

J
fjdata is; V jgSK

n4


 4 : will pay( A; D )
and curr val( D ; V; N a)

•
w
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let chan = accept in
receive chan f n a, a, dg kb

--> true
let sk = new symkey in

send pubkey(a,ka)
--> chan f n a, sk, bg ka

receive chan f skg kb
--> says requests(a,a,b,d,n a)

send will pay(a,d) and curr val(d,v,n a)
--> chan f |data is, v| g sk

return

B
f N a; A; D gK B I n1

J
f N a; SK ; B gK A n2


 2 : pubkey( A; K A )

•
w

f SKgK B I n3

� 3 : A says
requests( A; B ; D ; N a)

•
w

J
fjdata is; V jgSK

n4


 4 : will pay( A; D )
and curr val( D ; V; N a)

•
w
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� 1 = � � � 0 � 1 ; � ; � � 1 ` c : s

� ; � ` ( x recv m � c) : � ( x; m) � 1; � � 1 ) s

| |
dom( � 0) � vars( m) vars( x; m; � ) � dom( � 1)

� meansdisjoint union of fns
� ( x; m) ; � ) s:

receivem from channelx, relyingon � ; then do rest of strand s

� 1 = � � � 0 � k� � � 1 � 1 ; � ` c : s

� ; � ` (send � x m c) : + ( x; m) � 1; � � 1 ) s

| | dom( � 0) � vars( � ) vars( x; m; � ) � dom( � 1)

+( x; m) ; � ) s:
transmit m on channelx, guaranteeing� ; then do rest of strand s
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receive chan_a f n_a, a, dg kb --> true
let k = new symkey in

send pubkey(a, ka) --> chan_a f n_a, k, bgka
receive chan_a f kgkb --> says_requests(a, a, b, d, n_a)
send with

corp_subscriber(a,d) and curr_val(d, v, n_a)
--> chan_a f data is, vgk

return
|

home_subscriber(a,d) and approx_val(d, v, n_a)
--> chan_a f approx data is, vgk

return
end
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Principal maintainsan environmentduring run

{ Variablesprogressivelybecomebound, neverchangevalueafter
{ Valuesare atomic (nonce,name,key, etc)

Messagetransmission,reception:

{ Reception:
� Branchon form of message
� New variablesbound from msgcomponents
� Relyon assertionof sender

{ Transmission:
� Branchon successfulguarantee
� New variablesbound from successfulguarantee

(as in logic programming)
Deriveguaranteesusing:

{ ThP , your initial theory
{ Valuesof variablesbound up to this point
{ Rely formulasfor earlier msgreceptions
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Subprotocolsencapsulatedby rely/guarantee

{ Calleerelieson assertionof caller
� Property of input parameters

{ Calleeguaranteesresult for caller
� Relationon input, output parameters

{ Callerand calleeare sameprincipal P (sametheory ThP )
Subprotocol call, return: local messagetransmissions

{ Call: Messagefrom caller to callee
{ Return: Messagefrom calleeto caller
{ RPC-like mechanism(\LPC")

Flow of information on subprotocol call, return matchesconvention

{ Guaranteebefore transmitting
{ Relywhenreceiving
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ac_nsl_serv(b, kb): (a, c, d, v)
rely pubkey(b, kb)
guarantee supplied(a, c, d, v)

in ... end

ac_nsl_client(a, ka, b, d): (n_a, c, v)
rely pubkey(a, ka)
guarantee c = "hi_cost" and says_curr_val(b, d, v, n_a)

or c = "lo_cost" and says_approx_val(b, d, v, n_a)
in ... end
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retrieve_pubkey (b, a, c, cver, d, kd) : (a, ka)
rely certifying_authority(c, a)

and directory_service(d, c)
and pubkey(d, kd)
and sign_verification_key_of(c, cver)

guarantee pubkey(a, ka)
in
...
end

Precondition/postcondition
speci�es e�ect of
successfulrun of subprotocol
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call with
pubkey(a, ka)

--> null_protocol () ()
true

use key ka: : :
|

certifying_authority(c, a)
and directory_service(d, c)
and pubkey(d, kd)
and sign_verification_key_of(c, cver)

--> retrieve_pubkey (b, a, c, cver, d, kd) (a, ka)
pubkey(a, ka)

use key ka: : :
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Crypto protocolscoordinate principals

{ Agreeon parametervalues
{ Agreeon assertionsmade

Trust decisionsat runtime can control protocol behavior

{ Stop protocol run if trust constraintsfail
{ Choosebranchconditionalon successfultrust constraint
{ Messagetransmissionsand subprotocol calls

Strand-basedsemantics
{ Providesgood protocol veri�cation methods, designheuristics
{ Motivated languagedesignand implementation

Status: Secondversionof compilernow complete
{ Datalog trust engine,Crypto library

Trust engineeringusingcryptographicprotocols

http://www.ccs.neu.edu/home/gutt man
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The BAN tradition
{ Messagesare formulasor formulasidealizemessages
{ Who assertedthe formulas?
{ Who drew consequencesfrom formulas?

Embeddingformulasexplicitly insidemessages

{ Main view of logical trust mgt
starts

with LAWB
{ Formulasparsedout of certi�cates
{ Problemof partial information?

Our view: Formulaspart of transmission/reception,not msg

{ Compatiblewith many insightsof earlier views
{ Independentmethod to determinewhat eventshappened
{ Clarity about who makesassertions,who infersconsequences
{ Partial information easyto handle
{ Rigorousnotion of soundness
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A B

m1

requests( A; B ; D ; Na)

f Na; A; D gK B I
f Na; A; D gK B I n1

m2

•

wwww

J
f Na; K ; B gK A J

f Na; K ; B gK A n2

pubkey( A; K A )

•

wwww

m3

•

wwww
f K gK B I

f K gK B I n3

A says
requests( A; B ; D ; Na)

•

wwww

m4

•

wwww

J
fjdata is; V jgK J

fjdata is; V jgK n4

curr val( D ; V; Na)

•

wwww

m0
4

•
www

J
f lo val; V gK J

f lo val; V gK n0
4

approx val( D ; V; Na)

•
www

+ 2005.12.15 CQIS,15 Dec 05 27



+ +

�

�

� � �� �

�

�


 �

�

�

�

A B

m1

requests( A; P; D 0; Na)

f Na; A; D 0gK M I
f Na; A; D gK B I n1

m2

•

wwww

J
f Na; K ; B gK A J

f Na; K ; B gK A n2

pubkey( A; K A )

•

wwww

m3

•

wwww
f K gK M I

f K gK B I n3

A says
requests( A; B ; D ; Na)

•

wwww

m4

P says
curr val( D 0; V; Na)

•

wwww

J
fjdata is; V jgK J

fjdata is; V jgK n4

corp subscriber( A; D ) and
curr val( D ; V; Na)

•

wwww

m4

P says
approx val( D 0; V; Na)

•

wwww

J
f lo val; V gK J

f lo val; V gK n0
4

homesubscriber( A; D ) and
approx val( D ; V; Na)

•
www
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Protocol � is soundif:
for all executionsB, and messagereceptionsn 2 B

f prin( m) says 
 m : m � B ng � ! L � n

where� ! L is the consequencerelation of the underlyinglogic
Soundnessfollows from authenticationproperties

{ Strand spaceauthenticationmethods perfect
{ Recencyeasyto incorporate
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B C M

nc;1
f C; Nc; goods; pricegM I nm;1

nc;2

•
ww

J
f [[ Nc; Nm; M ; goods; price]]M gC nm;2

•
ww

nb;1 J
f C; Nc; Nm; pricegB nc;3

•
ww

nb;2

•
ww

mo; f Nc; NbgC I nc;4

•
ww

nc;5

•
ww

mo; Nb I nm;3

•

wwwwwwwwwwwwwwwwww

nb;3

•

wwwwwwwwww

J
[[ hash( B ; Nb; Nm) ]]M nm;4

•
ww

SignedElectronicPurchaseusingMoneyOrder
mo= [[ hash( C; Nc; Nb; Nm; price) ]]B

+ 2005.12.15 CQIS,15 Dec 05 30


