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® How to designnew, application-sgci ¢ protocols
® \What good are new crypto protocols?

{ Tuneauthentication,con dentiality to distributed applications
{ Craftedto transactionsin

Electroniccommerce
Web services
Remoteattestation

{ \T rust engineering:"

Craft protocol to match trust goalsof participants
® CPPL:
A domain-sgeci ¢ CryptographicProtocol ProgrammingLanguage
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® How to designnew, application-sgci ¢ protocols
® \What good are new crypto protocols?

{ Tuneauthentication,con dentiality to distributed applications
{ Craftedto transactionsin

Electroniccommerce
Web services
Remoteattestation

{ \T rust engineering:"Craft protocol to match trust goalsof participants
® Trust goals: Ensure

{ Agreementamongparticipants
{ Safeexecutionwith limited trust

® Semanticsof a protocol:

Requirementdor a run
+ what is leant from successfufun
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® Causegurincipalsto agreeon certain parameters
® After a run, participant knows:
{ Thereis a protocol run by another principal
{ Someparametersmatch acrossruns

{ Someshaed valuesare secrets
{ Other principal's run overlapsmine temporally

® Protocol designnow tractable, basedon a few thearems

{ \Authentication tests" determineextent of agreement
{ Formalizereasoningof previousslidesvia strandsand bundles

® Claify real-world consequencesf protocol run

{ Whenis customercommitted to paying?
{ Whenis merchantcommitted to shipping?
{ Whoseword did you depend on whendeciding?

® Trust decisionsconstrainprotocol runs
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® Eachprincipal P

{ Reasondocally in initial theay Thp, e.g.atheay in Datalog
{ Derivesguaantee befare transmitting message
{ Relieson assertionof othersas premises

® Premises:formulasassaiated with messageaeceptions

{ \SDECI es what reC|.p|e.ntrT1ay r?Iy on, e.g. Relevant
A sysrequestsA; B, D Na) notion of \trust"
{ Provideslocal representationof remote guarante

€ T ————
{ Thp determineswhether follows from P 9sas

® Roleof protocol

{ Whenl rely on you havingasserteda formula,
then you did guaranteethat assertion
{ Coordination mechanisnfor rely/guarantees

{ Soundprotocol: \relies" always backed by \guarantees"
evenwith maliciousadversay
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® CPPL, a CryptographicProtocol ProgrammingLanguage

{ EXxpessesryptographicprotocols
{ Programmertreats crypto primitives as black boxes
{ Controlsbehaviag via trust constraints
{ Equippedwith a usefulsemantics
Usefulfor proving protocol securify
Usefulin structuring compilerwe wrote

In the
strand space
framework

Spior appliedpi
would alsowork
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>
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let sk = new symkey In

send pubkey(a,ka)
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send will _pay(a,d) and curr _val(d,v,n _a)
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return
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receive chan_a fn_a, a, dg kb --> true
let k = new symkey in

send pubkey(a, ka) --> chan_a fn_a, k, bgka
receive chan_a fkgkb --> says requests(a, a, b, d, n_a)
send with

corp_subscriber(a,d) and curr_val(d, v, n_a)
--> chan_a fdata_s, vgk
return

home_subscriber(a,d) and approx_val(d, v, n_a)
--> chan_a fapprox _data _is, vgk
return

end



® Principal maintainsan environmentduring run

{ Variablesprogressivel\obecomebound, neverchangevalue after
{ Valuesare atomic (nonce,name,key, etc)

® Messagdransmissionreception:

{ Reception:
Branch on form of message
New variablesbound from msgcomponents
Relyon assertionof sender

{ Transmission:
Branch on successfuguarantee
New variablesbound from successfuguarantee
(as in logic programming)

® Deriveguaanteesusing:

{ Thp, your initial theary
{ Valuesof variablesbound up to this point
{ Relyformulasfor ealier msgreceptions



® Subpotocolsencapsulatedy rely/guarantee

{ Calleerelieson assertionof caller
Property of input parameters
{ Calleeguaanteesresultfor caller
Relationon input, output parameters
{ Callerand calleeare sameprincipal P (sametheay Thp)

® Subpotocol call, return: local messagdransmissions

{ Call: Messagdrom callerto callee
{ Return: Messagdrom calleeto caller
{ RPC-like mechanism(\LPC")

® Flow of information on subpotocol call, return matchesconvention

{ Guaanteebefae transmitting
{ Relywhenreceiving
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ac_nsl serv(b, kb): (a, c, d, v)
rely pubkey(b, kb)
guarantee supplied(a, c, d, v)
n ... end

ac_nsl_client(a, ka, b, d): (n_a, c, V)
rely pubkey(a, ka)
guarantee c¢ = "hi_cost" and says curr val(b, d, v, n_a)
or ¢ = "lo _cost" and says approx_ val(b, d, v, n_a)
in ... end
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retrieve_pubkey (b, a, c, cver, d, kd) : (a, ka)

rely certifying_authority(c, a)
and directory_service(d, C)
and pubkey(d, kd)
and sign_verification_key of(c, cver)
guarantee pubkey(a, ka)
In
end

Precondition/postcondition
speci es e ect of
successfurun of subpotocol



call with
pubkey(a, ka)
--> null_protocol () ()
true
use key ka: ::

certifying_authority(c, a)
and directory_service(d, C)
and pubkey(d, kd)
and sign_verification_key of(c, cver)
--> retrieve_pubkey (b, a, c, cver,
pubkey(a, ka)
use key ka: ::

d, kd) (a, ka)



® Crypto protocols coordinate principals

{ Agreeon parametervalues
{ Agreeon assertiongnade

® Trust decisionsat runtime can control protocol behavio

{ Stop protocol run if trust constraintsfail
{ Choosebranchconditionalon successfutrust constraint
{ Messagdransmissionsand subpotocol calls

® Strand-basedksemantics

{ Providesgood protocol veri cation methods, designheuristics
{ Motivated languagedesignand implementation

® Status: Secondversionof compilernow complete
{ Datalogtrust engine,Crypto library
® Trust engineeringusingcryptographicprotocols

http://www.ccs.neu.edu/home/gutt man



® The BAN tradition

{ Messagesre formulasor formulasidealizemessages
{ Who asserteathe formulas?
{ Who drewconsequencegom formulas?

® Embeddingformulasexplicitly insidemessages m
{  Main view of logical trust mgt with LAWB
{ Formulasparsedout of certi cates T —
{ Problemof partial information?

® Our view: Formulaspart of transmission/receptionnot msg

Compatiblewith manyinsightsof ealier views
Independentmethod to determinewhat eventshappened
Claity about who makes assertionswho infers conseguences
Partial information easyto handle

Rigaous notion of soundness
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® Protocol Is soundif:
for all executionsB, and messageaeceptionsn 2 B

fprin(m) says m: m g ng L n

where ! | isthe consequenceelation of the underlyinglogic
® Soundnesdgollows from authenticationproperties

{ Strand spaceauthentication methods perfect
{ Recencyeasyto incaporate
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