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Key- Recycling

@ A symmetr ic encryption scheme allows for secure key-
recycling if part of the encr yption key can be r e-used
for the tr ansmssion of a n ew encrypted message.

@ Key-r ecycling usually applies to encryption scheme with
authentication. In th is case, there are 2 different k ey-
recycling mechanisms

@ One when the authenticat ion succeeds. This
mechanism usually r ecycles more key material than

@ when the authentication fails. As we are goingto
see, th Is case requires to thr ow away a sig nibPcant
part of the k ey.



Key- Recycling (DePnit ion)

DebPnition: A key-r ecycling encryption scheme is a
private encryption scheme allowing t o re-use part of
the secret-key f or next encr yption depending on:

@ Authenticat ion Succeeds A key-r ecycling algorithm is a pplied
mapping the cu rrent se cret-key K! {0,1}'into a new secret-
key KO{0,1%here N® N. Any adversary having listened to
all previous communicat ions and even knowing all the
plaintexts sent so f ar kn ows almost n oth ing about KO

o The same as before excepttha t a
different k ey-r ecycling algorithm may be u sed. It ma ps K!

{0,1MVt 0 KO{0,1}'



Where the p rivacy of the r esulting secret-key Is
characterized for some ! >0 by:

noeonowowowon qKOView(m) < 2°' N and

nonow oo dKOView(m))rs 2" N,



Related Works

@ The brst m ention of k ey-r ecycling comes fr om an
early unpublished paper (priort o QKD by Bennett
and Brassard (1982).

& uantu m Cryptography Il: Ho wto re-use a one-
time pad safely even if P=NPO.

@ More recently, solution using quantu m authenticat ion
codes was analyzed by Horodecki and Oppenheim
(2003). Leung and al. have also considered the
univer sal composablility of the a bove scheme.



Solut ion Based on QAS:

Let M! {0,1}" be the m essage t o be sent:

o The secret-key is of the f orm K=K,z y)! {0,1}™=
@ x! {0,1¥"r equired f or the o ne-t ime-pad.

@ z,y! {0,1} debning a purity t esting code {Q},
and a syndrom y.

@ Encryption: Prepare |x" M> before encoding it in Q ; and adding the
error-operator w ith syn drom y. The resulting (m" s)-qubit state
|Qzy(X" M)> IS sert.

@ Decr yption: Upon reception of , measures the e rror-syndrom
according Qy. If y Is obt ained then announce OK decode and add x,

Else announce



Key- Recycling f or the QAS- based Scheme
N=m-+2s

F4{{0,1MN->{0,1V5} is 2-u niver sal.
G#{{0,1N->{0,1F} is 2-u niversal.

4 )

d(f(x,z,y)| View(f,m)) < 2* N, and
dg(x,z,y)| View(g,m)) <2 N,

. J




Few Obser vat Ions

@ Even when no eavesdropping has been detected,
part of the se cret-key must be thr own away (
bits of i t). Can we do better?

@ When eavesdropping is detected m+s bits of k eys
must be thr own away. Can we do better?

@ Since the r ecycling scheme Is based upon privacy
amplibcat ion, the f eedback channel must be u sed
totransmt the 1 dentities of ha shing fu nctions f
and g. This requires the tr ansmssion of atl east N
bits In ea ch case. Can we do better?



When Eavesdropping is Detected

@ When eavesdropping Is detected the a dversary
may hold the ¢ omplete N-qubit ci pherstate
together with the 1 dentity of m essage M it
encrypts.

@ Intuitively, it m eans that the a dversary has N-
qgubtt of Inf orma ion about the se cret-key K.

@ It seems r easonable to expecttha tatl east M
bits of k eys should be thr own away.



L ower Bound

r R
THEOREM: Any secure key-r ecycling mechanism taking place after

eavesdropping has been detected must thr ow away as many bits as there is

In the m essage. If the encr yption uses a key of | ength N to encrypt m-bit

(nessages then the r ecycled-key can be at most N-m bits | ong.
Y.

Let h:{0 ,1M# {0,1}"™*1be a k ey-r ecycling fu nction recycling more than

N : v [ 2L gamnk(] i) << rank(l) " 2™ J
Lo = Pr(K|R)E (M).

K:h(K)= K

Secure recycling implies that:

Ep g 1T %72

Since we r ecycle N-m+1 bits, we can bnd $k-
with 2 ™! pre-image K s.t. h(K)=K* inside the
sphere.



Key- Recycling Using the Wy-cipher

@ Remember tha t the Wy-cipher encr ypts message M!
{0,1Y using key K=(,b)! {0,1¥" by preparing the state:

o |! b(Mwx)> = G|M wx>.

@ Inordert o detect ea vesdropping, we can use Clami i
one-t ime authentication tags(@ la Wegman-Ca

@ Let <f>Dbe the de scription of f:{0,1}%# {0,1} such'm
that f! gF (for XORuniversal F) and f(M) isthe t ag
assaciated t o message M! {0,1}".

f class of fu nctions F from {0,1Y' t 0 {0,1} is XOR \
universal if f or all x ,x®{0,1F, f(x) wf(xO) is unif or mly
\distr ibuted over {0,1Y when f! R F. ’




Key- Recycling Scheme

M1 {017,

[ is XORuniversal; of fu nctions {0,1y%# {0,1}, K=k,b,<f>)
N = mts,

JK| = |(x,b,<f>)|#3N. ) {

f@é{"’

|1 b(MQwx)> := Gy|MCGwx>
e ————— e B

o
IMQwx>

[M&?: (M,f(M))]! {OK Fail} lV,YX
MO

If OKthen K@K

If OKthen K&K,
If Fail then KGx(b,<f>).

If Fail then KGx(b,<f>).



Key- Recycling Upon Failure

THEOREM: For the a bove scheme, key-r ecycling in case of Failure
IS such that:

d(K&(b,<f>)| View(M)) = 0.

\_ J

o Thereasonisthat x encrypts perfectly M and f(M) thr ough a
one-t ime pad.

@ No information is available on K&(b,<f>).

@ If n extt Ime the s cheme used a fr esh new x then the s cheme
IS as secure asthe br stt Ime 1t wa s used...

# Note that n o privacy amplibcation is necessay.

@ The size of the r ecycled key is almost o ptimal. Instead of the
minimum m, we thr ow away nm+s.



Key- Recycling when OK

@ This partis more tr icky. We must show that u pon OK
almost n oth ing about K is available t o the a dversary even
given M! {0,1}".

@ Inordert o show th is, we intr oduce a new scheme easiert o
handle but equivalentint erms of security t o the o riginal
one.

@ The new scheme is easiert o prove secure because it ha s
access to more powerfu | r esources.

@ After its intr oduction we give the in tuition behind its security
pr oof,

@ We conclude by r educing the se curity of the o riginal scheme
to the n ew one.



| Z ) ol

GoH| ! n(D M=, (IVT)MYX
< ..............................................................
OK
| : $ Notice thatif the EPR-pair s are | 1
K=KO " perfectthent otal r ecycling is secure. K=KO

$ The original scheme is as secure as the
" EPRbased scheme.



The EPRScheme Is Secure

Let O(]! >4 |) be a quantu m operation acting only on the se cond-

Ty

halves of all EPR pairs. & N A
(b<f>) & 'I >4 )

icl
\ this!

Q(ll >4 |) iy al' >d | + (1'8)Qd( >d |) ApOK! a.+2_5+2_<_ howto prov%

-
THEOREM: For all eavesdropping str ategies with p ox>25t2/2*1 the

state $°<™ shared by Alice and Bob just be fore the t est o utputs
OK sat isPes,

o Epep[FEO,| >4 )] > 126542441

\

~




Pauli Operators

(el e bt e 0 e
X = Z S deail) PR 7 o S

Any operator on one qubit E c an be written as,
E=¢eyl +e X+esrY+e3’Z.

XX =YY L= | A Yu=d s Ry X | X F X
YZ =1 Z281Y =aX| 1L =. &

More generally any operator on n qubits can be
written as a |l inear c ombina ion of,

Vit (X T T R 2"



pOK! a+2- S+2

Q! >4¢|) =al' >¢| + (1-a)QQ(>4])

_— Q'(!)= E{'E where EE =|

e el,x,zx®xz®z

2. €{0,1}" l

_}; 1 _‘Y 2 }" 1 Zz
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pOK! a+2- S+2

r ~
Rk aih) - a(b) F a ) s ) :
P ok T Qu M) Brmim) & VMt Ve MLEMY)
X M'
I 11} - 1
Q! I |) = & (1# 0|l 'l |(1 # o) where % = I.
e (1) )=(0 ,0) 5
2: i : # mnm 1 [ \
Dok | agE ! 9A S8 o f Q¥ &t |) By [LBZ02], this can be
#F " written as a sum of Pauli
operators inrow b.
o
270 () () A/(b)\ . Lb)
por ! @t === @it (o (e pearm) ot (arn vy 1! Ve (ar vy Vot ar.pany ! 5)
b1 f"xM #
(¢,7)=(0 ,0)

Pok ! @+

2!n!m !

#F

b,i E0 ,u

M " "f#

l /( and pok " a+2s*2 .

;

o TYHM f (M NS (M f (M ")))(-- 1)Com(! wib)

|

by condr uction,

F is XORuniversal we know how th is works.



Conclusion

@ We have seen how t o condr uct qguantu m encryption of
classical messages using mutually unbiased bases.

@ The schemes we consider have better Shannon key
uncertainty ( and also collision for W,) under kn own plaint ext
attacks than any classical scheme.

® Are the Conjectures tr ue?

o Findly, we have condr ucted an almost o ptimal k ey-r ecycling
scheme fr om the Wy-cipher.

@ No privacy amplibcation, only 1 bit f eedback r equired.

® The same scheme can be used quantu m authenticat ion with k ey
recycling.

® Can we bnd a key r ecycling scheme with m uch shorter k eys?



