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Key- Recycling
A symmetr ic encr ypt ion scheme allows f or secure key-
recycling if pa r t of the encr ypt ion key can be r e-used 
for the tr ansmission of a n ew encrypted message.

Key-r ecycling usually applies t o encrypt ion scheme with  
authent icat ion. In th is case, the re are 2 di f f erent k ey-
recycling mechanisms:

One when the au thent icat ion succeeds. This 
mechanism usually r ecycles more key mater ial than

when the au thent icat ion f ails.  As we are going t o 
see, th is case requires t o thr ow away a sig niÞcant 
par t of the k ey.



Key- Recycling (DeÞnit ion)

Authent icat ion Succeeds: A key-r ecycling algor ithm is a pplied 
mapping the cu r rent se cret -key K! {0,1}N int o a new secret -
key KÕ! {0,1}NÕ where NÕ! N. Any a dversary having l ist ened t o 
all p revious communicat ions and even knowing all the 
plaintexts sent so f ar kn ows almost n oth ing about KÕ.

Authent icat ion Fails: The same as before except tha t a 
dif f erent k ey-r ecycling algor ithm may be u sed. It ma ps K!
{0,1}N t o KÕ! {0,1}NÕÕ. 

DeÞnit ion: A key-r ecycling encrypt ion scheme is a 
pr ivate encrypt ion scheme allowing t o re-use par t of  
the se cret -key f or n ext encr ypt ion depending on: 
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Where the p r ivacy of the r esult ing secret -key is 
character ized f or some ! >0, by:
" " " " " " " d(KÕ| View(m)) < 2- ! N, and
" " " " " " " d(KÕ| View(m)) < 2- ! N.

For P(x|v) a distr ibut ion over bi tstr ings of siz e NÕ:

d(P|V ) := max
v
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Related Works

The Þr st m ent ion of k ey-r ecycling comes fr om an 
ear ly unpublished paper (p r ior t o QKD) by Bennet t 
and Brassard (1982):

ÒQuantu m Crypt ography II: Ho w t o re-use a one-
t ime pad safely even if P=NPÓ.

More r ecentl y, solut ion using quantu m authent icat ion 
codes was analyzed by Horodecki and Oppenheim 
(2003). Leung and al. have also considered the 
universal c omposability of the a bove scheme.



Solut ion Based on QAS:

The secret -key is of the f or m K=(x,z,y)! {0,1}m+2s:

Encrypt ion Key: x! {0,1}m r equired f or the o ne-t ime-pad.

Authen t icat ion Key: z,y! {0,1}s deÞning a pur ity t est ing code {Qz}z 
and a syndrom y.

Encrypt ion: Prepare |x" M> before encoding it in Q z and adding the 
er ror -operat or w ith syn drom y. The r esult ing (m" s)-qubit s tate        
|Qzy(x" M)> is sent.   

Decr ypt ion: Upon r ecept ion of |" >, measures the e r ror -syndrom 
according Qzy. If y is obt ained then ann ounce OK, decode and add x, 
Else announce Fail.

Let M! {0,1}m be the m essage t o be sent:



Key- Recycling f or the QAS- based Scheme

|Qzy(x" M)>

(OK, f ! R F)(Fail, g! R G)

F#{{0,1}N->{0,1}N-s} is 2-u niversal.
G#{{0,1}N->{0,1}s}   is 2-u niversal.

N=m+2s.

(x,z,y) (x,z,y)

f(x,z,y) f(x,z,y)g(x,z,y) g(x,z,y)

|Qzy(x" M)> !

d(f(x,z,y)| View(f,m)) < 2- ! N, and
d(g(x,z,y)| View(g,m)) < 2- ! N.



Few Obser vat ions

Even when no eavesdropping has been detected, 
par t of the se cret -key must be thr own away (s 
bits of i t ). Can we do bet t er ?

When eavesdropping is detected m+s bits of k eys 
must be thr own away. Can we do bet t er ?

Since the r ecycling scheme is based upon pr ivacy 
ampliÞcat ion, the f eedback channel must be u sed 
t o tr ansmit the i dent it ies of ha shing fu nct ions f 
and g. This r equires the tr ansmission of a t l east N  
bits in ea ch case. Can we do bet t er ?



When Eavesdropping is Detected

When eavesdropping is detected the a dversary 
may hold the c omplete N-qubit ci pherstate 
t ogethe r w ith the i dent ity of m essage M it 
encrypts.

Intui t ively, it m eans that the a dversary has N-
qubit of inf or mat ion about the se cret -key K.

It seems r easonable t o expect tha t a t l east M 
bits of k eys should be thr own away. 



! ! + "

Lower Bound
THEOREM: Any secure key-r ecycling mechanism taking place af t er 
eavesdropping has been detected must thr ow away as many bi ts a s the re is 
in the m essage. If the encr ypt ion uses a key of l ength N t o encrypt m-bit 
messages then the r ecycled-key can be at most N- m bits l ong. 

Let h:{0 ,1}N# {0,1}N-m+1 be a k ey-r ecycling fu nct ion r ecycling more than    
N-m bi ts.

! öK =
!

K :h(K )= öK

Pr (K | öK )EK (M ).

Secure r ecycling implies tha t:

E öK

!
! ! öK " I ! 1

"
# 2−! n , " > 0.

! öK 0

! öK 1

! öK 2

! öK 3

! öK 4

! öK 5

I
! !

Since we r ecycle N-m+1 bits, we can Þnd $K* 
with 2 m-1 pre-image K s.t . h(K)=K* inside the 
sphere.

! K ∗

2m ! 1 ! rank(! K ! ) << rank(I ) " 2m

! K ∗



Key- Recycling Using the Wn-ci pher
Remember tha t the Wn-ci pher encr ypts message M!
{0,1}n using key K=(x,b)! {0,1}2n by prepar ing the s tate:

|�! b(M�wx)> := Gb|M�wx>.

In o rder t o detect ea vesdropping, we can use classical 
one-t ime authent icat ion t ags(a la Wegman-Carter):

Let <f> be the de scr ipt ion of f :{0,1}m# {0,1}s such 
that f ! RF (for X OR-universal F) and f (M) is the t ag 
associated t o message M! {0,1}m. 

Good classes (i.e. universal2) are known f or w hich     
|<f>| is a bout m+s bits an d picking randomly in F is 
easy.

secur ity  
parameter

A class of fu nct ions F fr om {0,1}n t o {0,1}l is XOR-
universal i f f or a ll x ,xÕ! {0,1}n, f( x)�wf(xÕ) is unifor mly 
distr ibuted over {0 ,1}l when f ! R F.



Key- Recycling Scheme
M! {0,1}m,

F is XOR-universal2 of fu nct ions {0,1}m# {0,1}s,
N := m+s,
|K| = |(x,b,<f>)|#3N.

|�! b(MÕ�wx)> := Gb|MÕ�wx>
MÕ := (M,f (M)),

Gb
-1

|MÕ�wx>

K=(x,b,<f>) K=(x,b,<f>)

�wx
MÕ

If OK then KÕ:=K.
If Fail  then KÕ:=(b,<f>).

If OK then KÕ:=K.
If Fail  then KÕ:=(b,<f>).

[MÕ == (M,f (M))]! {OK,Fail}
?



Key- Recycling Upon Failure

The r eason is tha t x encr ypts p erf ectl y M and f (M) thr ough a 
one-t ime pad.

No inf or mat ion is available on KÕ=(b,<f>).

If n ext t ime the s cheme used a fr esh new x then the s cheme 
is as secure as the Þr st t ime it wa s used...

Note tha t n o pr ivacy ampliÞcat ion is necessary.

The size of the r ecycled key is a lmost o pt imal. Ins tead of the 
minimum m, we thr ow away m+s. 

THEOREM: For the a bove scheme, key-r ecycling in case of Failure 
is such tha t:

" " " " " " "    d(KÕ=(b,<f>)| View(M)) = 0.



Key- Recycling when OK
This par t is mo re tr icky. We must sho w tha t u pon OK 
almost n oth ing about K is a vailable t o the a dversary even 
given M! {0,1}m.

In o rder t o show th is, we intr oduce a new scheme easier t o 
handle but equi valent in t er ms of secur ity t o the o r iginal 
one.

The new scheme is easier t o prove secure because it ha s 
access to more powerfu l r esources.

Af t er i ts in tr oduct ion we g ive the in tui t ion behind its secur ity  
proof,

We conclude by r educing the se cur ity of the o r iginal scheme 
t o the n ew one.



EPR-based Scheme
K=(b,<f>) K=(b,<f>)

..

.

Pr ivat e+Authen t icat ed 
z=(M,f(M))�wx

K=KÕ K=KÕ

z�wxÕ == (M,f (M))

{x } xÕ

z

OK
$ Not ice tha t i f the EPR-pair s are    
" perf ect then t otal r ecycling is secure.

Measure in 

basis b

$ The or iginal scheme is as secure as the 
" EPR-based scheme.

K=(x,b,<f>) K=(x,b,<f>)

|�! b(z)>

Gb
-1|�! b(z)> == (M,f (M))�wx

OK

Wn-Scheme



The EPR-Scheme is Secure
Let Q(|! ><! |) be a quantu m operat ion act ing only on the se cond-
halves of a ll EPR pairs. 

Q(|! ><! |) = a|! ><! | + (1-a)QÕ(|! ><! |)

Q(|! ><! |)

} OK

�ÃpOK! a+2- s+2.

THEOREM: For a ll eavesdropping str ategies with p OK>2(-s+2)/2+1, the 
state $(b,<f>) shared by Alice and Bob ju st be fore the t est o utputs 
OK sat isÞes,

" " " " " " " " " Eb,<f>[F($(b,<f>),|! ><! |)] > 1-2(-s+2)/4+1.

!

..

.
$(b,<f>)

LetÕs see 
how t o prove 

th is!

(b,<f>) (b,<f>)



Pauli Operat ors

Any operat or o n one qubit E c an be wr it t en as,
E = e0I + e 1X + e 2Y + e3Z.

YZ = ! Z Y, IY = Y I , IZ = Z I
X X = YY = Z Z = I , X Y = ! YX , X Z = ! Z X , IX = X I

More generally any operat or o n n qubits c an be 
wr it t en as a l inear c ombinat ion of,

{ X ! x Y ! y } x,y " { 0,1} n

X =
!

0 1
1 0

"
Z =

!
1 0
0 −1

"
Y = iX Z =

!
0 ! i
i 0

"

! i , ! j ! ! tr (! i ! j ) = " i,j 2n



pOK! a+2- s+2

Q(|! ><! |) = a|! ><! | + (1-a)QÕ(|! ><! |)

Q!(! ) =
!

i

Ei ! E  
i where

!

i

Ei E
 
i = I

Ei :=
!

x,z ∈{ 0,1} n

ei, x ,zX ⊗x Z⊗z

b

00

01

10

11

!

-+ + -
++ - -
-+ - +

++ + +

!

Ei! I

!
!
!v(11)

00

"#
v(11)

00

!
!
!

!
!
!v(11)

01

"#
v(11)

01

!
!
!

!
!
!v(11)

10

"#
v(11)

10

!
!
!

!
!
!v(11)

11

"#
v(11)

11

!
!
!

Lawrence,Brukner,
and Zeilinger 20 02.

2n/ 2H ! n



pOK! a+2- s+2

pok ! a +
2! n

# F

!

b

!

"f#

tr
"

! b,"f#
ok Q$(|" "#" |)

#

Q!(|! !"! |) =
!

( i,j ) "=(0 ,0)

ei,j (I # σi )|! !"! |(I # σ 
j )

! b,! f "
ok =

!

x

!

M !

"
"
"öv(b)

x # (M ,f (M ))

#$
öv(b)

x # (M ,f (M ))

"
"
" !

"
"
"v(b)

x # (M ! ,f (M ! ))

#$
v(b)

x # (M ! ,f (M ! ))

"
"
"

where %00 = I .

By [LBZ02], th is can be 
wr it t en as a sum of Pauli 

operat ors in r ow b.

pok ! a +
2! n! m

# F

∑

b, ! f " ,x,M #

(i,j) "=(0 ,0)

ei,j tr( |v(b)
x# (M#,f (M#)) "#v(b)

x# (M#,f (M#)) |! i|v
(b)
x# (M,f (M )) "#v(b)

x# (M,f (M )) |!  
j )

pok ! a +
2! n ! m

# F

!

b, i !=0 ,µ
M " ," f #

ei, i (" 1)µ (( M ,f (M )) $ (M " ,f (M " )) ) (" 1)Com(! i ,! b
µ )

F is XOR-universal

and pOK "  a+2-s+2 .

by constr uct ion,
we know how th is works.



Conclusion
We have seen how t o constr uct quantu m encrypt ion of 
classical messages using mutua lly unbiased bases.

The schemes we consider ha ve bet t er Shannon key 
uncertainty ( and also collision f or Wn) under kn own plaintext 
at tacks than an y c lassical scheme.

Are the Conjectu res tr ue?

Finally, we have constr ucted an almost o pt imal  k ey-r ecycling 
scheme fr om the Wn-ci pher. 

No pr ivacy ampliÞcat ion, only 1 bit f eedback r equired.

The same scheme can be used quantu m authent icat ion with k ey 
recycling.

Can we Þnd a k ey r ecycling scheme with m uch shorter k eys?

I s 


